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ABSTRACT

In the last years, Social Networks have become an integral part of
contemporary life. They are being used widely in order to
communicate, share opinions on various matters and get informed
about the news, while influence in Social Networks has been
attracting a lot of attention. This has increased the need for
influence estimation systems that can estimate / predict the
influence of an entity which motivated us to create a more detailed
analysis framework for those systems and use it for analyzing a
number of them. The goal of this framework is to differentiate and
analyze the different concepts of influence and influence estimation
systems, identify malicious behavior that can affect the influence
estimation and facilitate the design of a credible influence
estimation system.
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1 Analysis Framework for Influence Estimation
Systems for Social Networks

Influence estimation systems (IESs) in social networks (SNs) have
attracted a lot of research activity and interest in various fields [1].
The need for efficient IESs has motivated us to study the state-of-
the-art of IESs and propose an analysis framework for them by
creating a taxonomy that consists of three main components as
depicted in Fig 1; influence conceptual model, data acquisition and
influence estimation. For the conceptual model, we first consider
the goal of the influence calculation which can be the identification
of the most influential entities, prediction of influence, discovering
of expertise etc. The target of the IES, i.e. users or content, is also
taken into account, along with the particular concept of influence.
Regarding the data acquisition phase, the kind of information used,
particularly social activity and graph data, as well as information

regarding the quality and novelty of content are considered.
Metadata, such as the number of followers and followees, etc.,
content analysis-related data (hashtags and keywords) and time-
related data are also used. The data collection process is also a
parameter used in our analysis. Finally, for the influence estimation
component, the metrics used for the aggregation of information,
possible machine learning techniques that are used and also the
display method of influence are important characteristics that
determine the final estimation and presentation of influence.
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Figure 1: Taxonomy of IESs
2 Attacks and Issues affecting IESs

The analysis of IESs through the created taxonomy, revealed some
similarities between them regarding their susceptibility to various
attacks. Those attacks can be classified as: (a) Creating fake activity
in SNS so as to boost or lower one’s influence, (b) Posting and
promoting fake content [2]. We also explore other issues that may
affect negatively an IES, such as the use of irrelevant data or
metrics. Our work can be used for designing credible and efficient
IESs for SNs, by facilitating the right design choices and resilience
mechanisms.
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