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Can insiders stop threatening organizations 
and their information systems?

‣ Our study shows that internal attackers can be reduced to a very high percentage.

‣ An enterprise should be able to remove from employees both the ability and the 
desire to harm the system.

‣ This can be achieved by creating a good ambience of cooperation, but mainly by 
conveying the culture to want to protect the system itself and also the knowledge
of how to do it.

‣ Employees should be trained too on how to protect themselves from insiders 
(masqueraders).

‣ The organization, can remove attack capabilities and reduce threats by properly 
securing its system.

A significant threat against an 
organization’s system comes from 
authorized employees and external 
cooperators because:

‣ typically they know better the 
system, procedures users follow, 
and passwords to bypass 
controls.

‣ they might misuse authorized 
privileges.
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Measures and Countermeasures

‣ To prevent insiders from damaging their organization’s system is quite complex
because a multilevel strategy of security policies and procedures and technical controls 
is required, to detect and prevent several internal attacks.

‣ Security Practices are needed to be implemented in all departments within an 
organization [Common Sense Guide to Mitigating Insider Threats, 4th Edition, Carnegie 
Melon University, 2016] and applied by different types of users (management, decision 
level, IT personnel, SO).

‣ A Security Policy is proposed by incorporating properly security practices, which 
conduce to the prevention, detection, and recovery when a system is threatened or an 
attack occurs by insiders.

‣ A complete program of protection is suggested.
‣ Security Mechanisms (software)
‣ Training Program

Target
Technique

Loss/Damage

Information System
Logic bombs – hacking tools –
Malwares – use of an expired account
Organization’s Reputation - Servers’ 
Availability

Prevention

The use of a Security Information and 
Event Management (SIEM) system.
Employees should not be able to install 
or uninstall software on hosts provided 
by the organization. 

Detection
An accurate SIEM could raise an alert 
in cases where an employee attempted 
to do something different from what she 
is allowed to do.

Recovery -
Confidentiality

Integrity
Availability

Breached
Breached
Breached
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‣ The lack of implementation and use of security practices affects the confidentiality, 
integrity, and availability of a system.

‣ A Security Policy to mitigate insiders incorporates security practices in 6 sections:

1.Physical security
2.Members of the organization
3.Access control
4.Backup files
5.Data identification and monitoring
6.Integrity check, correlation mechanisms and normal network behavior

‣ A set of activities/practice is suggested, ordered by application priority, according to the 
risk level and the effects caused by the absence of a practice application.

‣ It is also necessary to have a mechanism of confidentiality and anonymity so that 
members of an organization can report incidents as suspicious.

A Security Policy against Insiders
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A Model to Mitigate Insiders

Thank you!
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