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Measures and Countermeasures

> To prevent insiders from damaging their organization’s system is quite complex
because a multiievrel etratenv nf cariirihy nnliciee and nracediiree and technical controls
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A Security Policy against Insiders

> The lack of implementation and use of security practices affects the confidentiality,
Integrity, and availability of a system.

> A Security Policy to mitigate insiders incorporates security practices in 6 sections:

1.Physical security

2.Members of the organization

3.Access control

4.Backup files

5.Data identification and monitoring

6.Integrity check, correlation mechanisms and normal network behavior

> A set of activities/practice is suggested, ordered by application priority, according to the
risk level and the effects caused by the absence of a practice application.

It is also necessary to have a mechanism of confidentiality and anonymity so that
members of an organization can report incidents as suspicious.




A Model to Mitigate Insiders
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